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Decision/action requested

It is proposed to discuss SA1’s 5G service requirement on user authentication and to decide SA3’s action.
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Rationale
This discussion raises questions on a 5G service requirement and proposes possible actions to handle it. TS 22.261 [x] has the following service requirements in sub-clause 8.3: 
	8.3
Authentication

The 5G network shall support a resource efficient mechanism for authenticating groups of IoT devices.

The 5G system shall support an efficient means to authenticate a user to an IoT device (e.g., biometrics).
The 5G system shall be able to support authentication over a non-3GPP access technology using 3GPP credentials.

The 5G system shall support operator controlled alternative authentication methods (i.e., alternative to AKA) with different types of credentials for network access for IoT devices in isolated deployment scenarios (e.g., for industrial automation).


The highlighted requirement (second one) could be interpreted differently:

a. User verification by UE for 3GPP service access. For 3GPP service access, UE (more specifically USIM) can check if the user is valid or not by PIN verification. However, certain types of IoT devices has no PIN input interface, so other means of user verification could be helpful (e.g. biometric authentication to wearable IoT device). It seems to make sense, but it uses the term ‘device’, instead of ‘UE’.
b. User authentication for 3GPP service access in non-UICC IoT device. This is to replace USIM based 3GPP authentication, where other credentials based by user identity is only supported or more efficient to use. Combined with the fourth requirement in the same sub-clause, this also makes sense. 
c. User authentication service for IoT service provider regardless of the 3GPP access authentication. 3GPP network operator provides User identity service and it could be used for 3GPP service enhancements as well (i.e. customization for better services across different devices). However, the requirement has no mention of services, and specifically addresses the IoT case.
The wording of requirement itself is close to interpretation option a. Combined with the fourth requirement, option b seems right. Indeed, the alleged source contribution, S1-153071 [y] was also about user authentication for 3GPP access. However, it is not clear with the current normative service requirement of 5G system. If it is option c, there already exists the SA1 study item, Study on Layer for User Centric Identifiers and Authentication (FS_LUCIA) [z].
Observation: User authentication requirement in TS 22.261 needs clarification, among three possible interpretations (or combination of interpretations).

Since SA1 study is already under progress for option c, SA3 can simply choose option c. and ignore the requirement. If option a. is right, SA3 could add key issue about this on 5G CIoT security study. The solution might be some recommendation of strength of security equivalent to PIN entry, with possible example of existing relevant industry standards. If it is option b, this might be better served by a kind of living document, because of its work load and impacts. In any case, LS to SA1 for clarification could be helpful as well.
Proposal: SA3 to agree on one interpretation (or multiple interpretations), and accordingly handle it with single key issue for CIoT study or a living document, or rely on SA1 study about user identity enabler service. In the meantime (or before reaching agreement), SA3 can send LS to SA1 asking clarification of the requirement, if it is necessary.
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Detailed proposal

Proposal 1: SA3 to agree on one interpretation (or multiple interpretations), and accordingly handle it with single key issue for CIoT study or a living document, or rely on SA1 study about user identity enabler service. 
Proposal 2: In the meantime (or before reaching agreement), SA3 can send LS to SA1 asking clarification of the requirement, if it is necessary.
